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€ Introduction

ECDSASign(sk,m):

e Zg
R=7r-G
e = H(m)

e Sk-r,
S ==

r r
o= (s,R)

output o




€ Introduction

Threshold ECDSA difficulty :

ECDSASign(sk,m):
Z
P R 5T =r—H
R=r-G
e = H(m)
MhE(ESRIE sk5 AtAPK—H
e Sk-r,
S=—+4
r r
o= (s,R)

output o P FEsRY R R Mt o i




€ Introduction

Inverted Nonce Rewriting

ECDSASign(sk,m):

7] « Z,
R=r- -G — R=[7"_1]'G

e =H(m)
e sk-r,

s=oF 7 s=(e+[sk]-n)lr]

r i

o=(s,R)

output o



€ Introduction

Inverted Nonce Rewriting

ECDSASign(sk,m):
[r] « Z,
(4] « 2,
reveal [¢p] - [7]
reveal ® = [¢p] - G
R=(¢r)t-d=[r"1-G
e =H(m)
s = (e + [sk]-n)|r]

output (s, R)

a+b-sk
- = (—
s= )+ (—

)



€ Introduction

Advantage
Simplicity commitments + multiplication(VOLE)
Security threshold security + VOLE(OT) security

pipelining

Efficiency three rounds two rounds



€ Introduction
Rewriting ECDSA
ECDSASign([sk],m):

[r] < Zg, [¢] < Z4
R =Reveal 1] - G

e = H(m)

B e+sk-r, [P]
s = Reveal . - 5]
o= (s,R)

output o



€ Introduction

Rewriting ECDSA
ECDSASign([sk],m):
(1]« Z, [9] « 2,
R = Reveal [r] - G
e = H(m)
w s BE w = Reveal e - [¢p] + 15 - [sk - @]
¢ % r u = Reveal [r: ¢] T Y
s=w/u
o= (s,R)

output o



ECDSASign([sk],m):

€ Introduction 1) Zg 19« Z

R = Reveal [1] - G
e = H(m)

Adversary Defend w = Reveal e - [¢p] + 1 * [sk - P]
u = Reveal [ - ¢]
s=w/u

[r] « Z, a commitment for R; ” (o)

output o
[sk - @], [r - ¢] a two-output VOLE
[sk - @], [r - @] Verify Consistency by ¢
__etsk-ry . (D] A e-G+Pk- 1, .
[sk - @], [ - }] checks- -G = . 6] G = R
1]

[¢]



€ Preliminaries

Parameters
= MNaRAWE A0 DRIRTHTENFITTRESE
=: MERGWE K AR E L &0 o= AT e a2
— Mo NGRIERE
b.. Fab%F
| x | xB9=FEK

|y | HEyFITRAITEL



€ Preliminaries

Modules
FRelaxedKeyGen Fzero — n party
_I_
Feom FrvoLe — 2 party
l

FECDSA - party



€ Preliminaries

Fretaxeaxeycen (G, 1, t): Relaxd Dlog Keygen

P;

Fﬂemxedﬂeyﬂen

(keygen, sid)

M

"'.Eadu — poly, sid, {B(1)} iepn)\p*, {ﬁ(f)} jep*)

]
P(i):=p(@i)-G,i € [n] \ P*
KAED

p(0):=p(0) + p(D), i € [n] \ P"
{@{EP(0)

| PR—

(hon — poly, sid, P(0), {P(i)} iefn\p*, (PU)} jp)

<

(release, sid, i)

(key — pair, sid, P(0), p(i))




€ Preliminaries

From: COmmitment

CommitEx

DecommitMiEx :

PS Fc‘ﬂm
(commit, sid, x)
_}
—
& (commitment, sid, x)
5 (committed, sid)
(decommit, sid)
>
(opening, sid, x)




€ Preliminaries

F;er0(G,n): Zero—Sharing Sampling

P; Feom P;
(sample, sid)
—
ST, % = 06T
BI5) KA x « G"
L

_ (mask, sid, x;),1 € [n]

iy,

(sample, sid)

e

)

(mask, sid, x;),j € [n] \ {i}




€ Preliminaries

Frvowe(q,€): Random Vector OLE

HAEMTER :

e EMER :

P4 FryvoLe
(sample, sid)
{F6& (instance, sid, b)
. (ready, sid) N (sample, sid, b) .
(alice — share,sid, a) _
—

M

fE{a; b}ier = {€; + di}icpy
SUTRHEC « Z,80d « 2,

(share, sid, c) a (share, sid, d)

- 1

{Fh& (complete, sid)
«

k. 4




& t-Party Three-Round Threshold ECDSA

Framework
Input [sk]

Local Sample  [r][¢]

Round 1 _
Securely Compute Verify
EstablishR = [r] - G
: k - -

Round 2 [r- @] [sk- ¢] Consistency

Local w=e-|[p]+T1r-[sk-P] T T

Many Methods New Work

Round 3 Reveal w,u =7 - [¢]

Output (w/u, R)




& t-Party Three-Round Threshold ECDSA

The Basic Three-Round Protocol

Local
Round 1
SetupMrExz -
(init, sid) (init, sid)
- Py Pg
keygen, sid raen si
(keyg ) > Fﬁemxed.‘{eyﬂen € (keygen, sid)
(key — pair, sid, pk, p(i)) (key — pair, sid, pk, p(i))
: . :
T (k, p(1)) T (pk, p(i))
H . .
(public — key, sid, pk) (public — key, sid, pk)

+—

Input

[sk]

Sample

[F1[¢#]




& t-Party Three-Round Threshold ECDSA

The Basic Three-Round Protocol

Round 1

Verify |

Establish R = [k] - G

(sign, sid, sigid, m)

Round 2

e——————

[k- @] [sk- ]

1
1
Securely Compute |
1
1

Consistency 1

(sign, sid, sigid, m)

Signin g
-~ P, gningTEL Py
%ﬁm. bas H%R‘q — 3_‘%#?“5; ¢z, 'H'%RB =
raG, P78 =P\ {B} rg-G, P4 =P\ {4}
[ —
(commit, P4||Pg||sid||sigid, R ) = _ (commit, Pg||P,]||sid]||sigid, Rg)
ot o~
(sample, P4||Pg||sid]||sigid) - ;: . (sample, Pr||P 4||sid]|sigid)
> FryoLE <€
(sample, Pp ||Pp_||sid||sigid) > IFgEral I < (sample, Pp_||Pp,||sid||sigid)

(committed, Pg||P4||sid]||sigid)

(committed, P4||Pg||sid||sigid)

A

(ready, Pg||P,||sid||sigid)

(sample, Pgl||P4||sid||sigid, x; ;)

W

M

(sample, P4||Pg||sid||sigid, y; ;)

(ready, P4||Pgllsid||sigid)

E

(mask, Py ||Pp, | sid]|sigid, ()

(mask, Pp, ||y, ||sid]|sigid, ()

A

-



& t-Party Three-Round Threshold ECDSA

The Basic Three-Round Protocol

P4

Wska = p(A)-lagrange(P, A,0) + ¢,
jE———'

(multiply, Pg||P||sid||sigid, {ra, sk}

Signing Bz

Round 1 E i Securely Compute
i Establish R = [k] : G i . -
Round 2 i _____________________ ! Lol el
Pg
T &skg = p(B)-lagrange(P, B,0) + (g
— |

(multiply, P4||Pg||sid||sigid), {rg. skg}

(share, Pg||P4||sid]|sigid, {r:ﬁ‘g , cﬁ_ﬁ D

% g U e U

-|-+ﬁ-FA_B —Cap " G,
v . v,

FA,B *=cup " G,

pkA = SkA " G.«
Yap:=Pa — XaB
—

(decommit, P,||Pg||sid||sigid)

-

!

FRVOLE

F Com

(check — adjust, sid, sigid, 'y 5, 'y 5. P apPka)

(share, P,||Pg||sid||sigid, {€Cga,CBa} _

i"'ﬁrﬁa i=Cp4 "G,
In . .
BA'~CpBA G,

pkf,- = SkB * G,
Ypa'=Ps — XBaA
—

(decommit, P,||Pg||sid||sigid)

T

(check — adjust, sid, sigid, ' 4. ' 4. Y5 4 Pk5)

v

Verify



t-Party Three-Round Threshold ECDSA

The Basic Three-Round Protocol
RN E Securely Compute i Verify
Establish R = [k] - G i ’ . ] _
I i_____E_;(_p_]_[_S__-_(i)l____! Consistency
SigningBfrE&
P, Ps
(opening, Pg||P4||sid||sigid, Rg) (opening, P4||Pg||sid||sigid, R,)

k4

€ Feom

(share, P, ||Ps|Isidllsigid, (ds, d55)) Fpyp,  (share, PyllPyllsidllsigid, (dh,, d5a)

] [ ]

EEXA.B RE ruA = dﬁﬂ "G, EEXB,A "Ry — rﬁ,g = dE.A -G,
Xap Rp— BA :dv "G, Xea Ra _rﬁ;.s = E,A e
pka + pkg = pk pks + pkp = pk

|(—’ L—



& t-Party Three-Round Threshold ECDSA

The Basic Three-Round Protocol

Py

-

T+ &R:=R, + Rp,

Ugi=ry - (Ps +Ppa) +Chp +dip,

vai=sky (s +Ppa) +Chp +dyig,
WH:ZSHAZK?H) : l'.i)A + T‘x Uy

SigningPfrE&

Local

Round 3

Pg

—]

it HR:=R, + Rjp,

ugi=rg - (¢ +Pap) +cga +dp,,

vpi=skp - (dpp +Yap) + Cpa +dp4,
wg:=SHAZ2(m) - ¢pg + 1" - v

le— L—>
’ (fragment, sid, sigid, wg, ug)
(fragment, sid, sigid, wa, uy) R
— —
W] AT + | AT +
HHa="4"2 HHs =4t
Ugtily UgqTUp
le—— —

(signature, sid, sigid, (s, 1)) E (signature, sid, sigid, (s, 1,))

.

W

a=e-[¢] + 1y [sk- ]

Reveal a, f = k- [¢]

Output (a/fS, R)




€ t-Party Three-Round Threshold ECDSA

Pipelining and Presigning

pA PB

;i_%*ir,q ¢A pre-fign pre;sign
T ER,, PP
ROUND1: P

send (commit, R,), sample ‘,," “%H‘A
2l committed, ready, (sample, x; i), (mask, G4) sign m sign m
T &sky, I;ll,tBlI;l?B/pkAzl/)A,B
ROUND2:

send (multiply, {ry, sk,}), decommit, (check —

adjust, [;'g , [, Y a5 Dka)
W E|(opening, Rp), (share, {d}z,d; 5 })
*‘&Ey -I'-|_%R/ uA) vAJ WA
ROUND3:

send (fragment,wy, uy)

signature o signature o

&s, ERER



€ Random Vector OLE from Random OT

Frorg (X, lor): Endemic OT Extension

Alice

%1{:’5“0 (—XZOT’ al (—XIOT

i—l—%y = al- i, %*iail_ﬂi’ IS [ZOT]

(choice — made, sid, a®, a')

FEOTE

(choose, sid, B), B

Bob

1

|

« {0,1}or

(chosen, sid, y)




€ Random Vector OLE from Random OT

Frvowe(q,1): OT-Based Random Vector OLE

SamplingFh B V (sample, sid)
Alice Frore m—
RHL < {0,1)°
|
1Hb :=(g,B)
(choose, sid, B)
le,sid, b
(choice — made, sid, a°, a') z <(Samp e,sid, b)
(ready, sid)




€ Random Vector OLE from Random OT

Frvowe(q,1): OT-Based Random Vector OLE

Alice = <—— (multiply,sid, a) MultiplicationPf Ex Bob
€= {Zgj ‘ 0’3}
J€lé] ic[e]
a« Zj

e

—{fa® ol ta, Gtk — Qg eys A
= {{Oﬂ;-,a ;i + at}z‘e[ﬂ I {0k — Geri + at}ke[*’] }jelﬁl

0 = ROex, (sid, &)

i
n =21 4.+ Zei,k-ai}
L i€[f] kelp]
{
h {O‘?’“k + D O a?’i} }
| el kelol) jelg

M= RO{D,]_}?Ac (Sida !'J’) (mUItlpl}’; Sid, a’ 77» ‘Ll)

share, sid, ¢
( ) P




€ Random Vector OLE from Random OT

Frvowe(q,1): OT-Based Random Vector OLE

MultiplicationPf E&

Bob

(share, sid, d)




€ Relaxed Threshold Key Generation

Trelaxeakeycen (G, 1, t): Relaxed DLog Keygen

l (keygen, sid)

P;
|
KAFREt- 122z p;
Pi(x) = pi(x) - G,
P~l =[n]\{y}jeP

(commit, PiHPPf [ ”PP;f_l Isid, {5 (j) }ief0,6-1))

Feom(n)

(commit, P;||P;||sid, p; (5))

FCom(Z)

(decommit, P;[|Pp-|| ... [[Pp-:_||sid)

(decommit, P;||P;||sid)




€ Relaxed Threshold Key Generation

Trelaxeakeycen (G, 1, t): Relaxed DLog Keygen

P;
(opening, P;il|Pps| - - [[Pps s 1Fi(i)}iep0,-1)

(opening, P;||Pj||sid, p; (7))

N

&P F Xjemp; -G

JIERH ( P(i) ifi e [t—1]
Plof={ PO~ 3 tgange( =10 {i},50)- P
lagrange([t — 1] U {i},4,0)

(ok,sid)




€ Analytical Efficiency

Communication Cost

Commit(2)

Commit(n)

/ero

OT

VOLE

commit — 2 Ac
decommit(x) — 2 Ac + x

commit — (n-1) [2Ac+ 2Ac+x ]+ 2nic

t-1 commit+decommit(Ac)

3 1
EOTECOSt()\C, EOTE) —> (2 + Yhssor

Ac - LoTE
2kssoT

) C(AE A+

VOLECost(A¢, As, &, £) +—>
EOTECost(Ac, &+ 2As) + (K/2+ X)) - (£ + 1) -6+ K/2 + A

VOLESetupCost(Ac, As, &, |G|) — EOTCost(|G|, Ac) + Ac/2



€ Analytical Efficiency

Communication Cost

%*$TAJ Pa
TTER,, P B
ROUND1:
send (comi, ) sample A HBIFTH ERST R 225

Y% committed, ready, (sample, x; ;), (mask, )

HHsky s T Pha Yasn K IR B b 2UE T R R HIALER

ROUNDZ2:
send (multiply, {r, sk }), decommit, (check —
adjust,I'y 5, 'y 5, Y5 Pka)

W E|(opening, Rg), (share, {d}5,d45})

K&, HER uy vy, wy

ROUND3:
send (fragment, wy, uy)
s, EpER
RelaxedKeyGen KeyGenCost(n, A, k, |G|) — (n — 1) - (10Ac + t - |G| + K)
Sign SignCost(t, A, As, &, |G|) —

(t—1) - (4\c + 3k +4|G| + 2 - VOLECost (A, A, K, 2))



€ Analytical Efficiency

Computation Cost

RelaxedKeyGen 2t EC

VOLE oAc(n-1) EC

Sign ot-2 EC



€ Analytical Efficiency
Compared with DKLs

ERTARRT, Rikx=2Ac, As=80

Ac =256, As= 80

2-of-n t-of-n EC

DKLS 116.4 KiB (t—1) -88.3KiB 6

Our 49.7 KiB (t—"1)-49.7KiB 6t-2




€ Analytical Efficiency
Bandwidth Costs

ERTARRT, Rikx=2Ac, As=80

Ac 128 192 256
K 256 384 512
Iel 264 392 520

Setup (n—1)-137232 (n—1)-304144 (n —1) - 536592

Signing (our VOLE) (¢t —1)-406752 (t—1)-812864 (t—1)- 1354144

Signing (HMRT22) (¢t —1)-392544 (¢ — 1) - 742400 (¢ — 1) - 1194656




Thanks
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