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◆ Introduction



ECDSASign(sk,m):

𝑟 ← 𝑍𝑞

𝑅 = 𝑟 ∙ 𝐺

𝑒 = 𝐻(𝑚)

𝑠 =
𝑒

𝑟
+

𝑠𝑘 ∙ 𝑟𝑥

𝑟

𝜎 = (𝑠, 𝑅)

output 𝜎
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ECDSASign(sk,m):

𝑟 ← 𝑍𝑞

𝑅 = 𝑟 ∙ 𝐺

𝑒 = 𝐻(𝑚)

𝑠 =
𝑒

𝑟
+

𝑠𝑘 ∙ 𝑟𝑥

𝑟

𝜎 = (𝑠, 𝑅)

output 𝜎

模乘逆元 三个r一致

秘密值乘法 sk与公钥PK一致

不存在s的简单线性分解

◆ Introduction

Threshold ECDSA difficulty：



ECDSASign(sk,m):

[𝑟] ← 𝑍𝑞

𝑅 = [𝑟−1] ∙ 𝐺

𝑒 = 𝐻(𝑚)

𝑠 = (𝑒 + [𝑠𝑘] ∙ 𝑟𝑥)[𝑟]

𝜎 = (𝑠, 𝑅)

output 𝜎

Inverted Nonce Rewriting

𝑅 = 𝑟 ∙ 𝐺

𝑠 =
𝑒

𝑟
+

𝑠𝑘 ∙ 𝑟𝑥

𝑟

→

→
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ECDSASign(sk,m):

[𝑟] ← 𝑍𝑞

[𝜙] ← 𝑍𝑞

reveal [𝜙] ∙ [𝑟]

reveal Φ = [𝜙] ∙ 𝐺

𝑅 = (𝜙𝑟)−1∙ Φ = [𝑟−1] ∙ 𝐺

𝑒 = 𝐻(𝑚)

𝑠 = (𝑒 + [𝑠𝑘] ∙ 𝑟𝑥)[𝑟]

output (𝑠, 𝑅)

→ 𝑠 = (
𝑎

𝑟
) + (

𝑏 ∙ 𝑠𝑘

𝑟
)

◆ Introduction

Inverted Nonce Rewriting



◆ Introduction

Advantage

Simplicity

Security

Efficiency

commitments + multiplication(VOLE)

three rounds
pipelining

threshold security + VOLE(OT) security

two rounds



ECDSASign([sk],m):

[𝑟] ← 𝑍𝑞 , [𝜙] ← 𝑍𝑞

𝑅 = Reveal [𝑟] ∙ 𝐺

𝑒 = 𝐻(𝑚)

𝑠 = Reveal
𝑒 + 𝑠𝑘 ∙ 𝑟𝑥

𝑟
∙

[𝜙]

[𝜙]

𝜎 = (𝑠, 𝑅)

output 𝜎
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Rewriting ECDSA



ECDSASign([sk],m):

[𝑟] ← 𝑍𝑞 , [𝜙] ← 𝑍𝑞

𝑅 = Reveal [𝑟] ∙ 𝐺

𝑒 = 𝐻(𝑚)

𝑤 = Reveal 𝑒 ∙ [𝜙] + 𝑟𝑥 ∙ [𝑠𝑘 ∙ 𝜙]

𝑢 = Reveal [𝑟 ∙ 𝜙]

𝑠 = 𝑤/𝑢

𝜎 = (𝑠, 𝑅)

output 𝜎

𝜙 掩盖 𝑟

𝑢 和 𝑠 决定

两个𝑘一致

◆ Introduction

Rewriting ECDSA



◆ Introduction

Adversary

[𝑟] ← 𝑍𝑞

[𝑠𝑘 ∙ 𝜙], [𝑟 ∙ 𝜙]

[𝑠𝑘 ∙ 𝜙], [𝑟 ∙ 𝜙]

a commitment for 𝑅𝑖

Verify Consistency by 𝜙

a two-output VOLE

ECDSASign([sk],m):

[𝑟] ← 𝑍𝑞, [𝜙] ← 𝑍𝑞

𝑅 = Reveal [𝑟] ∙ 𝐺

𝑒 = 𝐻(𝑚)

𝑤 = Reveal 𝑒 ∙ [𝜙] + 𝑟𝑥 ∙ [𝑠𝑘 ∙ 𝜙]

𝑢 = Reveal [𝑟 ∙ 𝜙]

𝑠 = 𝑤/𝑢

𝜎 = (𝑠, 𝑅)

output 𝜎

Defend

check 𝑠 ∙ 𝐺 =
𝑒+𝑠𝑘∙𝑟𝑥

𝑟
∙

[𝜙]

[𝜙]
∙ 𝐺 =

𝑒∙𝐺+𝑃𝑘∙𝑟𝑥

𝑅
∙

[𝜙]

[𝜙]

[𝑠𝑘 ∙ 𝜙], [𝑟 ∙ 𝜙]



∶= 从右向左赋值

=∶ 从左向右赋值

← 从分布中从右向左采样

𝑏∗,∗ 矩阵

| x | x的字长

| y |向量y中元素的个数

𝜆c和𝜆𝑠 分别表示计算和统计安全参数

𝜅为表示椭圆曲线阶数域元素所需的位数

◆ Preliminaries

Parameters



𝐹𝑍𝑒𝑟𝑜

𝐹𝐶𝑜𝑚

𝐹𝑅𝑒𝑙𝑎𝑥𝑒𝑑𝐾𝑒𝑦𝐺𝑒𝑛

𝐹𝑅𝑉𝑂𝐿𝐸

𝐹𝐸𝐶𝐷𝑆𝐴

n party

2 party

n party

+

↓

→

→

◆ Preliminaries

Modules



◆ Preliminaries

𝐹𝑅𝑒𝑙𝑎𝑥𝑒𝑑𝐾𝑒𝑦𝐺𝑒𝑛(𝐺, 𝑛, 𝑡): Relaxd Dlog Keygen



◆ Preliminaries

𝐹𝐶𝑜𝑚: Commitment



◆ Preliminaries

𝐹𝑍𝑒𝑟𝑜(𝐺, 𝑛): Zero−Sharing Sampling



◆ Preliminaries

𝐹𝑅𝑉𝑂𝐿𝐸(𝑞, ℓ): Random Vector OLE



Local

Round 1

Round 2

Round 3

Local

Input 

Sample 

Establish 𝑅 = [𝑟] ∙ 𝐺
Securely Compute

[r ∙ 𝜙] [sk ∙ 𝜙]

Verify

Consistency

𝑤 = 𝑒 ∙ [𝜙] + 𝑟𝑥 ∙ [𝑠𝑘 ∙ 𝜙]

Reveal 𝑤, 𝑢 = 𝑟 ∙ [𝜙]

Output (𝑤/𝑢, 𝑅)

[sk]

[𝑟][𝜙]

Many Methods New Work

◆ t-Party Three-Round Threshold ECDSA

Framework
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◆ t-Party Three-Round Threshold ECDSA

The Basic Three-Round Protocol



采样𝑟𝐴, 𝜙𝐴

计算𝑅𝐴, 𝑃−𝐵

计算𝑠，生成签名

收到(𝑜𝑝𝑒𝑛𝑖𝑛𝑔, 𝑅𝐵), (𝑠ℎ𝑎𝑟𝑒, {𝑑𝐴,𝐵
𝑢 , 𝑑𝐴,𝐵

𝑣 })

检查，计算𝑅, 𝑢𝐴, 𝑣𝐴, 𝑤𝐴

ROUND2:
send (𝑚𝑢𝑙𝑡𝑖𝑝𝑙𝑦, {𝑟𝐴, 𝑠𝑘𝐴}), decommit, (𝑐ℎ𝑒𝑐𝑘 −
𝑎𝑑𝑗𝑢𝑠𝑡, 𝛤𝐴,𝐵

𝑢 , 𝛤𝐴,𝐵
𝑣 , 𝜓𝐴,𝐵 𝑝𝑘𝐴)

ROUND3:
send (𝑓𝑟𝑎𝑔𝑚𝑒𝑛𝑡, 𝑤𝐴, 𝑢𝐴)

收到committed, ready, (𝑠𝑎𝑚𝑝𝑙𝑒, 𝜒𝑖,𝑗), (𝑚𝑎𝑠𝑘, 𝜁𝐴)

计算𝑠𝑘𝐴, 𝛤𝐴,𝐵
𝑢 ,𝛤𝐴,𝐵

𝑣 ,𝑝𝑘𝐴,𝜓𝐴,𝐵

ROUND1:
send (𝑐𝑜𝑚𝑚𝑖𝑡, 𝑅𝐴), sample

◆ t-Party Three-Round Threshold ECDSA

Pipelining and Presigning



◆ Random Vector OLE from Random OT

𝐹𝐸𝑂𝑇𝐸(𝑋, 𝑙𝑂𝑇): Endemic OT Extension

Alice 𝐹𝐸𝑂𝑇𝐸 Bob

(𝑐ℎ𝑜𝑜𝑠𝑒, 𝑠𝑖𝑑, 𝜷), 𝜷
← {0,1}𝑙𝑂𝑇

(𝑐ℎ𝑜𝑖𝑐𝑒 − 𝑚𝑎𝑑𝑒, 𝑠𝑖𝑑, 𝜶0, 𝜶1) (𝑐ℎ𝑜𝑠𝑒𝑛, 𝑠𝑖𝑑, 𝜸)

采样𝜶0←𝑋𝑙𝑂𝑇, 𝜶1←𝑋𝑙𝑂𝑇

计算𝜸 ∶= 𝜶𝑖
𝜷𝑖,采样𝜶𝑖

𝟏−𝜷𝑖,𝑖 ∈ [𝑙𝑂𝑇]



◆ Random Vector OLE from Random OT

𝐹𝑅𝑉𝑂𝐿𝐸(𝑞, 𝑙): OT-Based Random Vector OLE

Alice 𝐹𝐸𝑂𝑇𝐸 Bob

(𝑐ℎ𝑜𝑜𝑠𝑒, 𝑠𝑖𝑑, 𝜷)

(𝑠𝑎𝑚𝑝𝑙𝑒, 𝑠𝑖𝑑, 𝑏)
(𝑐ℎ𝑜𝑖𝑐𝑒 − 𝑚𝑎𝑑𝑒, 𝑠𝑖𝑑, 𝜶0, 𝜶1)

采样𝜷 ← {0, 1}𝜉 

计算𝑏 ∶= ⟨𝒈, 𝜷⟩

E

(𝑟𝑒𝑎𝑑𝑦, 𝑠𝑖𝑑)
E

𝑆𝑎𝑚𝑝𝑙𝑖𝑛𝑔阶段
(𝑠𝑎𝑚𝑝𝑙𝑒, 𝑠𝑖𝑑)



◆ Random Vector OLE from Random OT

𝐹𝑅𝑉𝑂𝐿𝐸(𝑞, 𝑙): OT-Based Random Vector OLE

Alice Bob𝑀𝑢𝑙𝑡𝑖𝑝𝑙𝑖𝑐𝑎𝑡𝑖𝑜𝑛阶段(𝑚𝑢𝑙𝑡𝑖𝑝𝑙𝑦, 𝑠𝑖𝑑, 𝒂)

(𝑚𝑢𝑙𝑡𝑖𝑝𝑙𝑦, 𝑠𝑖𝑑, ෥𝒂̃, 𝜼, 𝜇)

(𝑠ℎ𝑎𝑟𝑒, 𝑠𝑖𝑑, 𝒄)
E



◆ Random Vector OLE from Random OT

𝐹𝑅𝑉𝑂𝐿𝐸(𝑞, 𝑙): OT-Based Random Vector OLE

Bob𝑀𝑢𝑙𝑡𝑖𝑝𝑙𝑖𝑐𝑎𝑡𝑖𝑜𝑛阶段

(𝑠ℎ𝑎𝑟𝑒, 𝑠𝑖𝑑, 𝒅)
E

检查



◆ Relaxed Threshold Key Generation

𝑃𝑖 𝐹𝐶𝑜𝑚(𝑛)

𝜋𝑅𝑒𝑙𝑎𝑥𝑒𝑑𝐾𝑒𝑦𝐺𝑒𝑛(𝐺, 𝑛, 𝑡): Relaxed DLog Keygen

采样随机t-1多项式𝑝𝑖

𝑃𝑖(𝑥) = 𝑝𝑖(𝑥) ∙ 𝐺 ,

𝑃−𝑗 = [𝑛]\{𝑗}, 𝑗 ∈ 𝑃

(𝑘𝑒𝑦𝑔𝑒𝑛, 𝑠𝑖𝑑)

𝐹𝐶𝑜𝑚(2)



◆ Relaxed Threshold Key Generation

𝑃𝑖 𝑃𝑗

𝜋𝑅𝑒𝑙𝑎𝑥𝑒𝑑𝐾𝑒𝑦𝐺𝑒𝑛(𝐺, 𝑛, 𝑡): Relaxed DLog Keygen

计算𝑃’(𝑖) = σ𝑗∈[𝑛] 𝑝𝑗(𝑖) ∙ 𝐺

证明

(𝑜𝑘, 𝑠𝑖𝑑)



◆ Analytical Efficiency

Commit(2)

OT

VOLE

commit → 2 λc
decommit(x) → 2 λc + x

Zero t-1 commit+decommit(λc)

Commit(n) commit → (n-1) [ 2 λc + 2 λc + x ] + 2n λc

Communication Cost



◆ Analytical Efficiency

RelaxedKeyGen

Sign

𝜆c和𝜆𝑠 分别表示计算和统计安全参数

𝜅为表示椭圆曲线阶数域元素所需的位数

Communication Cost



◆ Analytical Efficiency

RelaxedKeyGen

Sign

VOLE

6t-2 EC

6λc(n-1) EC

2t EC

Computation Cost



◆ Analytical Efficiency

Compared with DKLs

在所有情况下，假设κ = 2λc，λs = 80

2-of-n t-of-n EC

DKLS 116.4 KiB (t − 1) · 88.3 KiB 6

Our 49.7 KiB (t − 1) · 49.7 KiB 6t-2

λc = 256，λs = 80



◆ Analytical Efficiency

Bandwidth Costs

在所有情况下，假设κ = 2λc，λs = 80



Thanks
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