How to Securely Delegate and Revoke Partial

Authorization Credentials
(TDSC 2025)
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Purgeable Signature

Sign(sk, m, T): Edit(pk, o, m, m', uk,I): Verfiy(pk, o, mi):
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Systems Protocol n=10 | n=20 | n=30

Our Svetem | _Credissue | 5431 5795 | 61.64
ek b CredObtain | 105.46 | 109.16 | 114.12

(22] CredlIssue 15.87 17.26 18.60
CredObtain 39.38 42.36 46.22

FUERITRER(mS)

Algorithm | N =50 | N =100 | N =200

CredRevoke | 65.17 | 10219 | 106.75

EUEEIERER (ms)
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10 attributes in credential

Protocol =2 =5 I1=10
CredDelegate | 173.05 | 177.53 | 183.38
CredReceive 156.73 160.25 164.29

20 attributes in credential

Protocol =2 [=5 I =10
CredDelegate 178.44 180.43 185.71
CredReceive 157.30 161.03 166.24

30 attributes in credential

Protocol I=2 I=5 I1=10
CredDelegate 184.67 186.41 193.49
CredReceive 157.98 161.87 167.19
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10 attributes in credential
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Systems Protocol S=2 | 8§=5|S8=10
CredShow 103.82 | 108.87 | 112.82

Our System CredVerify | 24577 | 247.69 | 251.24
CredShow* | 105.86 | 108.55 | T112.15

CredVerify* | 24946 | 256.34 | 260.25

[22] CredShqw 23.30 24.62 26.13
CredVerify 90.27 91.23 92.54

20 attributes in credential

Systems Protocol S=2 | 8§=5|8=10
CredShow 105.30 | 109.43 | 114.56

Our System CredVerify | 246.51 | 248.55 | 251.69
CredShow* | 106.59 [ 108.89 | 112.77

CredVerity* | 250.34 | 256.94 | 261.12

[22] CredShqw 24.90 25.75 27.22
CredVerify 92.82 93.54 95.17

30 attributes in credential

Systems Protocol S=2 | 8§=5|8=10
CredShow 106.62 | 11045 | 115.37

Our System CredVerify | 247.10 | 24921 | 252.48
CredShow* | 107.57 | 109.42 | 113.53

CredVerify* | 250.80 | 257.79 | 261.96

[22] CredShqw 25.34 26.27 27.87
CredVerify 94.11 95.56 96.89
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