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Schemes | Types | Rounds | CI | R |  Online Cost
DKLs24 [36] oT 3 X | X Optimal
CDKS24 [31] oT 7 v | X 2x DDH-ZKP
CGG™20 [20] LHE 4 v | X | Enc, Paillier-ZKP
CCL*23 [25] LHE 7 v | X 2xDDH-ZKP
WMY+23 [58] | LHE 542+ | v | v| 3xDDH-ZKP
WMC24 [57] | TLHE 4 v | v Dec, CL-ZKP

Ours LHE 3 v | DDH-ZKP

* “42” indicates the extra cost for Cl.
T We show its vulnerability when combining Cl and R properties.
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- KGen(1*) — (ek, dk): output dk s D and ek = gi*.

- Enc(ek,m;p) — Cp: pick p s D, and output C,, =
(a0, fek?).

- Dec(dk, (c1,c)) — m: output Dlog(ca/c{).

- Addition: C,,, ® Cypr — Cppyr: parse Cp, = (c1,¢2) and
Cr = (¢}, %), output Cppprnr = (€1 - €}, 02+ ).

- Constant Multiplication: a ® C,,, — Cyy,: parse C,, =
(c1,¢2), output Cop, = (cf,¢5).
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FRIGIEE S (xw) ER,

CL Key Pair. Ryey = {(ek,dk) : dk € D. ek = ggk}.

Well-formedness of a CL Ciphertext. Given ek as CL's
encryption key, define

Renc = {(Cm, (m € Zg, p € Dy)) : Cry = Enc(ek, m; p)}.

Validity of Encrypted Shares. Given {ek;};cs as a set of
CL’s encryption keys and threshold ¢, define®

Ren = {({Criy}ies: (F(-).0)) :
deg(f(:)) <t — 1,Cy(;y = Enc(ek;, f(5): p)}-

CL Decryption and Discrete Logarithm.
RpecoL = {((Ca, A), (a € Zy, dk € D)) :A = aG,

a = Dec(dk, C,)}.

DDH Relation.

Roon = {((G,A,B,C) € G*a € Z,) : A=aG,C = aB}.

*
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e Round 1: Each party P; broadcasts the shares distribution

message ({Cx; ,; }jes,mi) < ShareDist({ek;}jes, t):
a) pick a (¢t — 1)-degree polynomial f(-) and p <= D,
b) compute C,; ; = Enc(ck;, f(j); p) for each j € §

c) generate T; < Provess ({Cx; }ies, (f(-), p))".

e Round 2: After receiving ({Cx, ; }ves, ;) from each Pj,
P; first verifies 7; and sets S = S\ {7} if it fails. P;
generates the shares combination message (xi, Xi,}) 4
ShareComb({Cx, ; }jes, dki):

a) decrypt x;; < Dec(dk;,Cx, ;) for each j € S

b) compute z; = ZJES x;; mod g and X; = z;G.

c) generate m; <+ Provepecpl((Cq;, Xi), (z:,dk:)) with
Cz, = @J€SC$i,j'

Broadcast (X, 7}).

e Output: On receiving (X, 7}) from each P;, verify 7 and
set S = S\ {j} if it fails. P; stores its own secret share
x; and others’ public shares {X;};jcs, as well as X =
2 ies Nis X

a. The {C-Tj,i }jes’s validity proof 7r; is constant-size, proving that
their plaintexts come from a same polynomial of degree < ¢t —1 [22].
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ECDSA Sign(x,m): /ﬁ\/
keZ \_
q /\
R=k-G
m = H(msg)
_m+x T _ m+x-r [y]
ko ok k [v]
o= (s,R)

output o

DKLs:

- Round 1 and 2 (offline phase): Each party randomly

selects &; and ;. Using MtA, the parties compute additive
shares 0; of vk, such that v& = 6; + -+ + 6,7, and
additive shares (; of vz, satisfying vor = (1 +- - -+ (v Si-
multaneously, they execute a standard commit-and-release
mechanism to assemble the pre-signature R = . k;G.
All tasks are completed within two rounds.

Round 3 (online phase): Given a message m € Z,,
broadcast §; and x; = m~y; +7r(; where r = R|,.axis € Zg.
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e Round I: P; runs CLs key  generation
KGen(1) — (eki,dk;) and generates the proof
7; < Proveyey(ek;, dk;). Broadcast ek;, ;.

Round 7. Upon receiving 7; from each P;, P; sets
S = &\ {j} if the verification fails. P; broad-
casts the shares- dlstnbunon message ({C.. M)
ShareDist({ek;},c4:1)

Round 3: On receiving 7; from each j € S, set § =
S\ {4} if the verification fails. P; does:

a) invoke ShareComb({C;, ; } .5, dki) = (xi, Xi, 7))

b) broadcast (X;, 7).

e Key Generation Output: Upon receiving {X;, 7} .5, Pi
sets § = S\ {j} if 7’ is not valid. Each party gets the
output:

a) secret key share z;, others” public key shares {X}
b) ECDSA public key X =3, s\, ¢X;.

i }./‘eS“

jes
IES
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e Round 1: P; does the following
a) (C%,’TQ‘) — MPMtAl(%,eki) with Vi <% Zq
b) generate ({C}, ,}jes, ;) < ShareDist({ek;};es.t)
¢) broadcast (C,,, 7i, {Ch; , }jes, Ti)-
e Round 2: On receiving 7;,7; from each P;, verify them
and set S =5\ {j} if one of them fails. P; does
a) (ki, Ry, m}) < ShareComb({C}, ;}jes, dk;)
b) ({Coz ﬁz 1ies: i) MPMtA?({GvJ}Je&ki)
¢) ({Ca,.. Bistiesi ) = MPMtA({Ch, Yyes, m:)
d) Bi; = Bi;G, Bi; —/SUGforeach_y eSs
e) broadcast ({Ca, ., Ca, ., Bij» Bij}iess Riymly 7l 7).
e Offline Output: Upon receiving proofs =/, 7., 7. from
each P;, set S = S\ {sj} if one of them is invalid. P;
gets the output
) {&',j}jES — MPMtAOUt(d’Ci {ﬁj"j,cal,j }jgs)
) {Gij}jes < MPMtAOut(dk;, {55, Ca, ; }jes)
C) R = ZjES )\j}gRj, T = R|z-a><is mod q.

O Niski)

i€S i€S €S €S

. (Z Ai g7v;) and (Z i, g - (Z i 7Vi)-

2 LRER

* One-Round Interaction: P; does
a) pick two random (¢ — 1)-degree polynomials f(-), f'(-)
with f(0)= f'(0)=0
b) mask d; ;: §; ; = 6; ; + f(7) mod ¢ for each j € S
c) generate (m + rx)y’s share: {x;; = mvy; +v(,; +
f'(7) mod q}jes
d) generate D; =R, I'; = vi(mG + rX)

e) generate v; < Proveppy((R, D;,mG +rX,I;),7:)
f) broadcast ({d; ;. xi;}jes, ¢i)-
e Online Output: On receiving {d;,,. X ves for each j €
j.ES AjsAus * Xjw
Y ives NisAvs G
b « Verify(X, (r, s), msg). It distinguishes two cases.
a) If b= 1, output the signature (r,s).
b) Else, the honest parties identify the cheaters:
i) generate D; = %" <\, 5(0;,G — B, v+ By j)
ii) generate I'; = ) o A\ s(Xj.G — IBJ L, +1B, 7)
iii) verify the DDH-ZKP ¢); for the statement
(R,Dj,mG + rX,I}j) and set S = S\ {j} if it
fails.
If |S| > 't still holds, re-assemble s =
Z/UGS 5.5 * Xjw
Zj.uz:.s ’\/ sAu,s ‘)J v
Case b) is required only when misbehavior exists.

S, assemble s = if |S| > ¢. Run

and output (r, s).
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e Round I: P; does the following
a) pick v s Z; and generate (C,,,7i) <+
MPMtAl(“{i, E‘kl)
b) pick e;, s; < Z, and compute &; < H(e;), 5; < H(s;)
where H(-) is a random oracle
c) broadcast (C.,, 7;,€;,5;).

e Round 2: On receiving 7; from each P;, verify them and
set S =S\ {j} if it fails. P; does
a) ({Ca,.. Bijlies, 7)) < MPMtAy({Cy, }jes, i)

b) B;; = i jG2 foreach j € §
¢) broadcast ({Cs, . Bi;}jes. 71, eir8:).

e Offline Output: Upon receiving 7 from each P;, set S =
S\ {7} if it is not valid, &; # H(e;), or 5; # H(s;). P;
gets the output
a) {ij}tjes < MPMtAOut(dk:, {Bi;, Ca, , }ies)

by e=3icse;mod g, s=3 . gs; mod q.

& LM

e One-Round Interaction: P; does
a) pick a random (¢t — 1)-degree polynomial f(-) with
f0)=0
b) generate (z+e)y’s share: {x;; = evi+¢ i+ () }es
c) generate R; = ;D and broadcast ({x; ;}jes, I:)-

e Online Output: On receiving {x;.}ves from each P;,
assemble A = Zjes AisHy e Gy if |S| =
Z iveS )‘j.ﬁ')‘v‘S * X,

t. Run b + Verify(7X, (A,e,s),m). It distinguishes two
cases.
a) If b= 1, output the signature o = (A, e, s).
b) Else, the parties identify the cheaters:
i) generate I =3 o A\ s(x;j,,Ga — E’j,,, + B,,‘j)
ii) check e(R;,eGa + X) Z e(D,I}) and set S =
SN\ {7} if it fails.
If |S|] > t still holds, re-assemble A =
2 jes Nishy
> jves NiSAuS  Xiw
Case b) 1s required only when misbehavior exists.

and output o = (A, e, s).
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TABLE 4: Threshold ECDSA's online and offline costs, with running time (ms) and sending communication (kilobytes) per

party for a varying number of parties.

Schemes |

4

| 5

| 10 |

15

| 2

| Time Comm. | Time Comm. | Time Comm. | Time Comm. | Time Comm. | Time Comm
DKLs24 36] | 0.1 006 | 0.1 006 | 0.1 006 | 012 006 | 014 006 | 005 006
CGGT20[20] | 502 003 | 638 003 | 775 003 | 1450 003 | 2282 003 | 2966  0.03
online | WMY*23 [S8] | 122 032 | 218 06 318 09 113 26 183 4.1 263 55
WMC24 [57] | 308 0.8 392 08 476 08 890 0.8 1400 08 1820 08
Ours 05 02 | 078 024 LIS 03 5.1 07 9.1 1.0 14.1 132
DKLs24 [36] 4 53 9 159 10.9 212 254 477 39.1 743 50.7 1008
CGG*20 [20] | 830 9 1338 135 | 2175 186 | 7518 35 14465 464 | 21452 63
offine | WMY*23[58] | 506 292 | 816 45 1326 62 | 4584 114 | 8820 158 | 14300 212
WMC24 [57] | 1023 46 1303 46 | 1584 46 | 2740 46 398 46 5220 46
Ours. 406 23 780 36 1224 49 3460 9.0 6030 131 9080 172
TABLE 5: Threshold BBS+’s online and offline costs, with 1750 —
running time (ms) and sending communication (kilobytes) 1500l —— &Mcu e 800
per party for a varying number of parties. " e 700
1250 o 500
~
e
Schemes. 2 | 4 | 2 . -~ 500
Time Comm | Time Comm. | Time Comm 750 /,4/ 400
line | [w| 287 05 Iz 08 457 0.8 500 - 300 e wWMC24
Ol T Gurs | 248 001 | 478 004 | 728 047 250 200 P
e | 1571 97 36 | 1225 36 | 471 36 o 100
Ours | 174 13 | 3 13 510 22 2 5 10 15 20 2 5 10 15 20 25
(a) Online time (ms) (b) Online comm. (bytes)
1750 -~ WMY+23 so00!  WMY+23 10
1500( —— WMC24 — WMC24 7. —— WMC24 oA — WMC24
1250| Ours. 4000 ours Ours o Ours
- 6 8
1000/ o 3000] 5 B /
750, g
00| 2000 4 P / 6
250 1000 3 g .
Y - ol? 2 / 4
2 5 10 15 20 2 5 10 15 20 1]~ B
(a) Online time (ms) (b) Online comm. (bytes) o 35 To 15 70 3§ To T5 %

140 wMve23 : 25 -

WMY+23

12— wMc24 —— WMC24

10 ours 200 ous

8 15/

6

o L 10

2 " 5l -

-] e ~ - — . .
3 s o 15 20 3% 15

(¢) Overall time (s)

20

(d) Overall comm. (KB)

Figure 3: Comparisons of robust threshold ECDSA for the

number of parties n = 2 to 20,

(c) Overall time (s)

(d) Overall comm. (KB)

Figure 4: Comparisons of robust threshold BBS+
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