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梯度下降





前向传播



反向传播



反向传播-对 ∂C/∂a 进行处理



Linear & Non-Linear Layers

（注：此来自SoK: Cryptographic Neural-Network Computation的分类）

Linear Layers：
• dense/fully-connected layers (matrix multiplication) 

• 2D convolution.

Common Kinds of Non-Linear Layers:

• Activation layers

• Pooling layers

• Normalization layers

• The output layer computes the inference output based on all its 

inputs, e.g., softmax or argmax.



convolution

1 0 1
0 1 0
1 0 1

Filter：



Activation layers

𝛔 𝒙 =
𝟏

𝟏 + 𝒆−𝒙

 

𝐭𝐚𝐧 𝐡 𝒙 =
𝒆𝒙 − 𝒆−𝒙

𝒆𝒙 + 𝒆−𝒙



Activation layers

LeakyReLU 𝒙 = 𝐦𝐚 𝐱 𝜶𝒙, 𝒙ReLU 𝒙 = 𝐦𝐚 𝐱 𝟎, 𝒙



Pooling layers



Batch Normalization



Softmax

For the above nonlinear operations，BatchNorm needs private division
𝟏

𝒚
, inverse 

square root
𝟏

𝒚
; and softmax needs exponential function 𝒆𝒙.

softmax 𝒙𝒊 =
𝒆𝒙𝒊

σ𝒋=𝟏
𝑲 𝒆𝒙𝒋



总结

⚫ 实际上在做Backword Pass的时候，就是建立一个反向的neural 

network的过程，对损失函数求导 = 前向传播 * 后向传播

⚫ 链式法则将计算∂C / ∂w 拆成前向过程与后向过程。

⚫ 前向过程计算的是∂z / ∂w ，这里z是w所指neuron的input，计算结果

是与w相连的值。

⚫ 后向过程计算的是∂C / ∂z，这里z仍是w所指neuron的input，计算结

果通过从后至前递归得到。



论文阅读1 SecureNN

3-Party Secure Computation for Neural Network Training

第二单元



⚫ Main contribution
To construct new and efficient protocols for non-linear functions such as ReLU and Maxpool 

that completely avoid the use of garbled circuits and give at least 8× improvement in 

communication complexity.

⚫ Protocols Structure

⚫ Supporting Protocols：Matrix Multiplication、
Select Share、Private Compare、Share Convert、
Compute MSB

⚫ Main Protocols ： Linear and Convolutional 

Layer、Derivative of ReLU、ReLU、Division、
Maxpool、Derivative of Maxpool



notation
1. 环的定义：

2.秘密共享类型：

3.份额表示：



下面让我们来想想DReLU的计算…

1. 计算目标：给定整数 𝑎，𝑓 𝑎 = 1 𝑖𝑓 𝑎 ≥ 0 𝑒𝑙𝑠𝑒 0

2.补码表示下进一步可以转换为求符号位𝑀𝑆𝐵  𝑓 𝑎 = 1 𝑖𝑓 𝑀𝑆𝐵 𝑎  =  0 𝑒𝑙𝑠𝑒 0 

3. 奇数环下有 𝑀𝑆𝐵(𝑎) = 𝐿𝑆𝐵(2𝑎)

证明：假设𝑀𝑆𝐵 𝑎 = 1
    → 𝑎 > Τ𝑛 2
    → 𝑛 > 2𝑎 − 𝑛 > 0
    → 2𝑎 − 𝑛 为奇数
    → 𝐿𝑆𝐵 2𝑎 − 𝑛 = 1
    → 𝐿𝑆𝐵 2𝑎 = 1



4. LSB的计算和环绕问题

• 𝑃0 和 𝑃1双方本地计算 𝑦 = 2𝑎，则 𝑀𝑆𝐵 𝑎 = 𝐿𝑆𝐵 𝑦 = 𝑦 0
（此时𝑛为奇数）

• 𝑃2 随机选择整数 𝑥 并将其share(以及 𝑥[0] 的share)发送给 𝑃0 和
𝑃1，𝑃0 和 𝑃1 本地计算 𝑟 = 𝑦 + 𝑥

• 𝑦 0 = 𝑟 0 ⊕ 𝑥 0 ⊕ wrap 𝑥, 𝑦, 𝑛
    其中wrap 𝑥, 𝑦, 𝑛 = 1 if 𝑥 + 𝑦 ≥ 𝑛 else 0
 证：𝑥 + 𝑦 < 𝑛时 𝑦 0 = 𝑟 0 ⊕ 𝑥 0
  𝑥 + 𝑦 ≥ 𝑛时 𝑦 0 = 𝑟 0 ⊕ 𝑥 0 ⊕ 1
  故定义 wrap 𝑥, 𝑦, 𝑛 = 1 if 𝑥 + 𝑦 ≥ 𝑛 else 
• 如何求wrap？
  当𝑥 + 𝑦 ≥ 𝑛 时 𝑟 = 𝑥 + 𝑦 − 𝑛  →  𝑛 − 𝑦 = 𝑥 − 𝑟
  𝑦 < 𝑛 →  𝑥 > 𝑟
  故𝑤𝑟𝑎𝑝 𝑥, 𝑦, 𝑛  = （𝑥 > 𝑟）

SecureNN主要用到了三个环: 𝑍𝐿、𝑍𝐿−1、𝑍𝑝，其中 𝐿 = 2ϱ，𝜚是个小素数，在实验中设
定 ϱ = 64, 𝑝 = 67。



Matrix Multiplication

 𝑃0:  𝑋0 ∙ 𝐹 + 𝐸 ∙ 𝑌0 + 𝐶0 + 𝑈0

 𝑃1: −𝐸 ∙ 𝐹 + 𝑋1 ∙ 𝐹 + 𝐸 ∙ 𝑌1 + 𝐶1 + 𝑈1

 𝑃0  + 𝑃1:  −𝐸 ∙ 𝐹 + 𝑋 ∙ 𝐹 + 𝐸 ∙ 𝑌 + 𝐶 + 𝑈
   = − 𝑋 − 𝐴 𝑌 − 𝐵 + X Y − B +
 X − A Y + AB + U
  = 𝑋𝑌



Select Share

1 − α 𝑥 + α𝑦 = 𝑥 + α 𝑦 − 𝑥



Private Compare

主要思想：比较大小也就是判断从最高有效位往右数的第一个不同比特位谁为1

𝑃0 和 𝑃1握有整数 𝑥 𝑥 ∈ 𝑍𝐿, 𝐿 = 2ϱ  中每一比特在 𝑍𝑝上的share，并持有一个 ϱ 比特的公共整数 𝑟 和公

共随机比特 β ，执行该算法后，𝑃2 获得

β′ = β ⊕ 𝑥 > 𝑟 𝑥 > 𝑟 ∈ {0,1}

⚫ 如果 𝛽 =  0 ，则 β′ = 𝑥 > 𝑟 ，

 1. 从左到右遍历每一个比特（step3），计算𝑤𝑖 = 𝑥 𝑖 ⊕ 𝑟 𝑖 = 𝑥 𝑖 + 𝑟 𝑖 − 2𝑥 𝑖 𝑟 𝑖  (step5)

（证明：𝑤𝑖 ∈ {0,1}， − 2𝑥 𝑖 𝑟 𝑖 是为了防止𝑥 𝑖 + 𝑟 𝑖 的情况。也可以使用真值表）

2. 计算𝑐 𝑖 = 𝑟 𝑖 − 𝑥 𝑖 + 1 + σ𝑘=𝑖+1
ϱ

𝑤𝑘  (step6)

如果 𝑥 和 r 第 𝑖 个比特不同时， 𝑥 𝑖 , 𝑟 𝑖 ∈ {0,1}

• 𝑥 𝑖 = 1 → 𝑐 𝑖 =0（此时 𝑟 𝑖 = 0, 𝑥 𝑖 = 1, σ𝑘=𝑖+1
ϱ

𝑤𝑘 = 0 ），

• 𝑥 𝑖 = 0 → 𝑐 𝑖  =2，同时后续的所有 𝑐 𝑖 都会大于等于1（因为 σ𝑘=𝑖+1
ϱ

𝑤𝑘 ≥ 1 ），

所以最后只需要判断是否存在一个𝑐 𝑖 = 0 即可（step15），为了不泄露敏感信息给 𝑃2，𝑃0 和

𝑃1 在发送 𝑐 𝑖  的share给 𝑃2 之前乘了个随机掩码 𝑠𝑖 并作集合位置随机置换 π（step14）；

⚫  如果 𝛽 =  1 且 𝑟 ≠ 2ϱ − 1 ，则β′ = 𝑥 ≤ 𝑟 = 𝑥 < 𝑟 + 1  ，计算逻辑是一样的（step8~9）；

⚫  如果 𝛽 =  1 且 𝑟 = 2ϱ − 1 ，则 𝑥 ≤ 𝑟  必成立，此时随便置个 𝑐[𝑖]  =  0 即可，算法里选的是 𝑖 =

 1 （step11）



Share Convert

𝜃 = 𝑤𝑟𝑎𝑝 𝑎 0
𝐿, 𝑎 1

𝐿, 𝐿

𝑟 = 𝑟 0
𝐿 + 𝑟 1

𝐿 − 𝛼𝐿   (1)

෤𝑎 𝑗
𝐿 = 𝑎 𝑗

𝐿 + 𝑟 𝑗
𝐿 −𝛽𝑗𝐿   (2)  

x = ෤𝑎 0
𝐿 + ෤𝑎 1

𝐿 − 𝛿𝐿     (3)

1{𝑥 > 𝑟 − 1}

η = 1{𝑥 > 𝑟 − 1} 1 − η = 1{𝑥 < 𝑟}

x  = a + r −(1 − η)L       (4)
 a = 𝑎 0

𝐿 + 𝑎 1
𝐿 − 𝜃𝐿     (5)

𝜃 = (1)-(2)-(3)+(4)+(5)



Compute MSB

𝑃2 picks a random number x,  𝑃2 gives secret 
shares of x as well as shares of x[0] to 𝑃0, 𝑃1

y = 2a     r = y + x

1{𝑥 > 𝑟}

𝛽′= 𝛽 ⊕ 𝑥 > 𝑟  
   𝛾 = 𝛽′ ⊕ 𝛽 =  (𝑥 > 𝑟)

𝛿 = 𝑥 0 ⊕ 𝑟 0

𝑦 0 = 𝑥 0 ⊕ 𝑟 0 ⊕ 𝑤𝑟𝑎𝑝 𝑥, 𝑦, 𝐿  = 𝛾 ⊕ 𝛿



FSS和DPF的构造

第三单元



FSS(function secret sharing）



DPF和DCF

DPF:  𝑓(𝛼, 𝛽) ∶ {0,1} 𝑙 → 𝐺，当𝑥 = 𝛼时 有𝑓 𝛼, 𝛽 (𝑥) =  𝛽，  
                     当𝑥 ≠ 𝛼时 有𝑓 𝛼, 𝛽 (𝑥) = 0

DCF:   𝑓(𝛼, 𝛽) ∶ {0,1} 𝑙 → 𝐺，   当𝑥 < 𝛼时 有𝑓 𝛼, 𝛽 (𝑥) =  𝛽， 

                 当𝑥 ≥ 𝛼时 有𝑓 𝛼, 𝛽 (𝑥) = 0

1. 密钥生成：

a) 构建n位输入树，确定一条特殊路径α。

b) 路径α上的节点包含随机种子和控制比特，其他节点为0。

c) 每层添加纠正词，确保左孩子节点和右孩子节点中，一个节点的信息为0，另一个

节点的随机种子为随机串与1的组合。

2. 函数评估：

a) 双方使用随机种子分片和控制比特通过伪随机生成器（PRG）生成子树。

b) 根据控制比特决定是否添加纠正词。

c) 沿着路径α评估函数，保持节点信息为1，偏离路径则节点信息为0。



DPF的构造



DPF的构造



DPF的构造



DPF的构造



DPF的构造

（1）两边的控制比特都是0 （2）两边的控制比特都是1



DPF的构造（BGI 15，P12/BGI16b，P5）



Orca: FSS-based Secure Training and
Inference with GPUs

2024 S&P



Main idea

⚫ Function secret sharing (FSS) based secure 2-party computation 

(2PC) protocols in the pre-processing model

⚫ Key feature: reduce online communication while increasing 

compute and storage



Contributions

System optimizations 

Accelerate compute: GPU micro-architecture

⚫ use GPU’s scratchpad memory

⚫ optimize data layout

Reducing time to read FSS keys:

bottleneck: read the FSS keys from the 

storage (SSD) to GPU’s memory 

⚫ reduce key size

Cryptographic improvements

Novel protocols:

⚫ Stochastic truncations

⚫ ReLUs 

⚫ maxpools

⚫ floating-point softmax 



Secure 2PC with pre-processing using FSS

secure 2PC protocol using FSS（ BGI, TCC 2019    Boyle et al.(2020) )

Offline Phase: 

⚫ For each wire 𝑤𝑖 in the computation circuit, randomly sample a mask 𝑟𝑖

⚫ For each gate g, with input wire 𝑤𝑖 and output wire 𝑤𝑗

⚫ generate FSS keys 𝑘0
𝑔

, 𝑘1
𝑔  for the offset function, 𝑔 𝑟𝑖,𝑟𝑗 𝑥 = 𝑔 𝑥 − 𝑟𝑖 + 𝑟𝑗, 

and provide party b with 𝑘𝑏
𝑔

⚫ For input and output wires 𝑤𝑖 owned by party b, party b learns the 

corresponding mask 𝑟𝑖



Secure 2PC with pre-processing using FSS

Online Phase: 

⚫ For each input wire 𝑤𝑖 with value 𝑥𝑖 owned by party b, the party b calculates 

masked wire value ෝ𝑥𝑖 = 𝑥𝑖 + 𝑟𝑖 and sends it to the other party

⚫ From the input gates, the two parties process gates in topological order to 

receive masked output wire values

⚫ To process a gate g, with input wire 𝑤𝑖 , output wire 𝑤𝑗 , and masked input wire 

value ෝ𝑥𝑖 = 𝑥𝑖 + 𝑟𝑖 , party b uses Eval with 𝑘𝑏
𝑔 and ෝ𝑥𝑖 to obtain a share of the 

masked output wire value ෝ𝑥𝑗 = 𝑔 𝑟𝑖,𝑟𝑗 ෝ𝑥𝑖 = 𝑔 ෝ𝑥𝑖 − 𝑟𝑖 + 𝑟𝑗 = 𝑔 𝑥𝑖 + 𝑟𝑗 = 𝑥𝑗 + 𝑟𝑗



Secure 2PC with pre-processing using FSS

FSS Gates :



Secure 2PC with pre-processing using FSS

g
𝑤𝑖 𝑤𝑗

𝑥𝑖 𝑥𝑗

𝑟𝑖 𝑟𝑗

𝑔 𝑥𝑖 = 𝑥𝑗

ෝ𝑥𝑖 = 𝑥𝑖 + 𝑟𝑖 ෝ𝑥𝑗 = 𝑔 𝑥𝑖 + 𝑟𝑗

𝑷𝟎 ∶  ෝ𝑥𝑖   

𝑷𝟏 :    ෝ𝑥𝑖

𝑘0

𝑘1

𝑓0( ෝ𝑥𝑖) = 𝑔 ෝ𝑥𝑖 − 𝑟𝑖 + 𝑟𝑗

𝑓1( ෝ𝑥𝑖) = 𝑔 ෝ𝑥𝑖 − 𝑟𝑖 + 𝑟𝑗

𝑥𝑗



Protocol for Select

Select function: input a selector bit s ∈ {0, 1} and an n-bit payload x ∈ 𝑈𝑁,

returns x if s = 1 and 0 otherwise                  𝑠𝑒𝑙𝑒𝑐𝑡𝑛 𝑠, 𝑥 = 𝑠 ⋅ 𝑥

offset function for 𝑠𝑒𝑙𝑒𝑐𝑡𝑛 :

Here,  use the fact that 1{ Ƹ𝑠 < 𝑟1
𝑖𝑛} = 1{ Ƹ𝑠 = 0 𝑎𝑛𝑑 𝑟1

𝑖𝑛 = 1} as Ƹ𝑠 and 𝑟1
𝑖𝑛 are 

single bit values



Protocol for Select

if Ƹ𝑠 = 0 : 𝑠𝑒𝑙𝑒𝑐𝑡𝑛= − 𝑟1
𝑖𝑛 ⋅ ො𝑥 + (𝑟1

𝑖𝑛 ⋅ 𝑟2
𝑖𝑛 + 𝑟𝑜𝑢𝑡) + 2 ⋅ ො𝑥 ⋅ 𝑟1

𝑖𝑛 − 2 ⋅ 𝑟2
𝑖𝑛 ⋅ 𝑟1

𝑖𝑛   mod 2𝑛

              = 𝑟1
𝑖𝑛 ⋅ ො𝑥 + (𝑟1

𝑖𝑛 ⋅ 𝑟2
𝑖𝑛 + 𝑟𝑜𝑢𝑡) − 2 ⋅ 𝑟2

𝑖𝑛 ⋅ 𝑟1
𝑖𝑛   mod 2𝑛

              

if Ƹ𝑠 = 1 : 𝑠𝑒𝑙𝑒𝑐𝑡𝑛= ො𝑥 − 𝑟1
𝑖𝑛 ⋅ ො𝑥  − 𝑟2

𝑖𝑛 + (𝑟1
𝑖𝑛 ⋅ 𝑟2

𝑖𝑛 + 𝑟𝑜𝑢𝑡)  mod 2𝑛

              



Protocol for Select

if Ƹ𝑠 = 0 
 ො𝑦𝑏 = 𝑢𝑏 ⋅ ො𝑥 + 𝑤𝑏 - 𝑧𝑏

      = 𝑟1,𝑏
𝑖𝑛  ⋅ ො𝑥 + (𝑟1,𝑏

𝑖𝑛  ⋅ 𝑟2,𝑏
𝑖𝑛  + 𝑟𝑏

𝑜𝑢𝑡) − 2 ⋅ 𝑟1,𝑏
𝑖𝑛  ⋅ 𝑟2,𝑏

𝑖𝑛

      

if Ƹ𝑠 = 1 
 ො𝑦𝑏 = b ⋅ ො𝑥 − 𝑢𝑏 ⋅ ො𝑥  − 𝑟2,𝑏

𝑖𝑛  + 𝑤𝑏

      = b ⋅ ො𝑥 − 𝑟1,𝑏
𝑖𝑛  ⋅ ො𝑥 − 𝑟2,𝑏

𝑖𝑛  + (𝑟1,𝑏
𝑖𝑛  ⋅ 𝑟2,𝑏

𝑖𝑛  + 𝑟𝑏
𝑜𝑢𝑡) 

if b=1

 ො𝑦𝑏 = ො𝑥  − 𝑟2,𝑏
𝑖𝑛  − 𝑟1,𝑏

𝑖𝑛  ⋅ ො𝑥 + (𝑟1,𝑏
𝑖𝑛  ⋅ 𝑟2,𝑏

𝑖𝑛  + 𝑟𝑏
𝑜𝑢𝑡) 

if b=0

ො𝑦𝑏 = − 𝑟2,𝑏
𝑖𝑛  − 𝑟1,𝑏

𝑖𝑛  ⋅ ො𝑥 + (𝑟1,𝑏
𝑖𝑛  ⋅ 𝑟2,𝑏

𝑖𝑛  + 𝑟𝑏
𝑜𝑢𝑡) 



Evaluation

PIRANHA is the current state-of-the-art in accelerating secure training 
using GPUs 
ORCA compared to PIRANHA: 
⚫ higher accuracy
⚫ generated models in 4 − 22× less time 
⚫ with 43−98× less communication



Evaluation

ORCA enables sub-second ImageNet-scale inference of

VGG-16 and ResNet-50 and outperforms state-of-the-art 

by an order of magnitude

Runtime (in seconds) for secure ImageNet inference
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