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Linear & Non-Linear Layers

Linear Layers:

 dense/fully-connected layers (matrix multiplication)
« 2D convolution.

Common Kinds of Non-Linear Layers:

« Activation layers

* Pooling layers

« Normalization layers

« The output layer computes the inference output based on all its
Inputs, e.g., softmax or argmax.

GE: IEKESoK: Cryptographic Neural-Network ComputationfJ432%)
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Activation layers
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Sigmoid Function and Its Derivative
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Tanh Function and Its Derivative

tan h(x) =
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Activation layers

ReLU(x) = max(0, x) LeakyReLU(x) = max(ax, x)

RelU Function and Its Derivative

Leaky ReLU Function and Its Derivative
10 4 — RelU
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Pooling layers
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Batch Normalization

Input: Values of x over a mini-batch: B = {z1. ., };
Parameters to be learned: v, 8
Output: {y; = BN, g(z;)}

1 « .
uB — — Z i // mini-batch mean
m <
=1
1 m
g — (z; — pB)> // mini-batch variance
i=1
Li — UB

// normalize

g(x;) // scale and shift

Algorithm 1: Batch Normalizing Transform, applied to
activation x over a mini-batch.




Softmax

e~
softmax(x;) = o
j=1€

Softmax Function and Its Derivative

—— Softmax
0.175 1 === Softmax Derivative
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For the above nonlinear operations, BatchNorm needs private leISIOﬂ;, inverse
1
Vy

square root —; and softmax needs exponential function e”*.
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1IEXH)i5E1 SecureNN

3-Party Secure Computation for Neural Network Training




® Main contribution

To construct new and efficient protocols for non-linear functions such as ReLU and Maxpool
that completely avoid the use of garbled circuits and give at least 8x improvement in

communication complexity.
Multiplication
(MatMul) /- = = =

Compute
MSB

Derivative of!
RelLU
(DRelLU)

Fig. 3. Functionality dependence of protocols in SecureNN

Private
Compare
(PC)

® Protocols Structure

Share

® Supporting Protocols: Matrix Multiplication, Select

Shares

Convert

Select Share, Private Compare, Share Convert,
Compute MSB

® Main Protocols : Linear and Convolutional
Layer, Derivative of ReLU, ReLU, Division,
Maxpool, Derivative of Maxpool

Derivative o
MaxPool
(DMP)




notation
1. RRIEN
o Zr: # L IR, Hep L = 2¢,
o Zp_1: # L — 1 NEEEIR, 2 SE/IIR.
o Z,: #8p NEEEIR, Hehp 81K, WR—AME,
2. =R
o (z)t HI (z)t: £ Z; & = WEANITEDER
o Share'(z): &%, BTEMN z 7€ Z; LA MIER.
o Reconst’(zg, z;): &%, EHEEMRMIE z) 1 2, B2 = E,
3.0ENF
o z[i]: Fom £ TR x 0O i {ULLE,
o {(x[i])t},cr: T x WSO Z: EHES,
o (X)L FN (X))} FRETBETEMEHRE m x n 58 X KITEROIEN
AEE,
o Reconst’(Xo, X1): &%, AFEEWeHE=0EG0 X, EYAETE
=i,




TELLEAIEEEDReLURSTR. ..

LIEBER GEEHa, f(=1ifa=0else0
2 KM R Nt — o] IR R A KT SHAMSB (f(a) = 1if MSB(a) = Oelse0)

3. Z#IRTH MSB(a) = LSB(2a)

UEBR: g MSB(a) =1
—»a > n/2
-n>2a—n>090
- 2a — n JEFH
- LSB(2a — n) =1
— LSB(2a) = 1




4. LSBHIIT EFIASE)A

o Py 1 PWAAMITE vy =2a, W MSB(a) = LSB(y) = y[0]
(kB A E)
© P, NI EEL x FFig Hshare(IM & x[0] Ashare) ZIXLs Py #
P, PpMIP KITE r=y+x
« y[0] = r[0] @ x[0] ® wrap(x, y,n)
Hrhwrap(x,y,n) = 1lifx+y =>nelse0
k. x +y <nbBy y[0] =7r[0] & x[0]
x+y =nhf y[0] =r[0] @ x[0] D1
WENX wrap(x,y,n) = 1ifx +y > nelse
T Kwrap?
Lx+y>2nflfr=x+y-n-n—-y=x-—r
y<n - x>r
wwrap (x,y,n) = (x>r)
SecureNNERFHE| T =20 Zp10 Zp, HFL =20 oRMNRY, EXBWHFR
T o=64p=67,




Matrix Multiplication

Algorithm 1 Mat. Mul. Hyaemu ({Fo, P1 }, Po):

Input: Py & P hold ((X)5, (V)& & ((X)E,(Y)E) resp.
Output: Py gets (X - V)& and Py gets (X - Y)E.
Common Randomness: Py and P; hold shares of zero

3 X s L
matrices over Z’}j Y resp.: i.e., Py holds <Om><v>0 _

Up & Py holds (0m*v) L =1y

: Py picks random matrices AiZ’E’xn and BiZ’EXU
and generates for j € {0,1}, (A)f,(B)f,(C)f‘ and
sends to Pj, where C' = A - B.

: For j € {0,1}, P; computes (E)S‘,L = (X)L — (AL

and (F)L = (V)L — (B)L.

: Py & P; reconstruct E & F' by exchanging shares.
: For j € {0,1}, P; outputs —jE-F +(X)-F+E-

L L
j +<C>3 +Uj

{Y)

Py: Xo-F+E-Yy+ Cy + U,

Pp:—E-F+X,-F+E-Y, +C, + U

Py +P:—E-F+X-F+E-Y+C+U
=—(X-A-B)+X(Y-B) +
(X—AY+AB+U
= XY




Select Share

Algorithm 2 SelectShare Ilss({ Py, P1}, P»):

Input: Py, P, hold ((a)é‘, (:r:}é‘, (y)é‘) and
((a) T, (@) T, (y)1), resp.

Output: Py, P get (2)f and (2)f, resp., where z =
(1 — )z + ay.

Common Randomness: F; and P; hold shares of 0

over Zj, denoted by ug and uy.

1: For j € {0,1}, P; compute (w)JL = (y)f’ — (:3)3[’

2: Py, P, P> invoke HMatMul({POa Pl}, PQ) with Pj,j S
{0,1} having input ((a)?,(w)?) and P, P; learn
{(c)F and (c)f, resp.

3: For j € {0,1}, P; outputs (z}f’ = (zc}f‘ + {C)JL + u;.

1—-ox+ay=x+aly —x)




Private Compare

1
2
3
4
5

&

10:
11:

12:
13:
14:

15:

16:

Algorithm 3 PrivateCompare pc({ Py, P1}, P2):

: Let t =r+1 mod 2-. Input: Py, Py hold {{z[i}){}iej and {(x[i])]}igpg, re-

. For each j € {0,1}, P; executes Steps 3-14:
: fori={¢(—1,....1} do

spectively, a common input 7 (an £ bit integer) and
a common random bit 3.

Output: P, gets a bit 3@ (x > r).

if 5 =0 then

(wi)f = (@lil)§ + jrli] — 2r[il(«li])]
£

(i)t = GElV@E + 5+ Y (we)?
k=i+1

else if 5 =1 AND r # 2¢ — 1 then
(wi)¥ = (@[i])} + jt[i] — 2t[i](=[d])}

4
(ci)f = SGUAF @G+ + 3 (wn)f
k=i+1

else
Ifi #1, ()% = (1 —j)(ui +1) — juy, else

(ei)f = (1) - ;.

end if
end for
Send {(d;)0}; = ({si(ci)f;} ) to Py
For all i € [, P2Z computes d; =
Reconst”((d;)(, (d;)]) and sets 8/ = 1 iff Ji € [/
such that d; = 0.
P outputs 3.

Common Randomness: I, P, hold £ common ran-

dom values s; € Z, for all i € [{] and a random
permutation « for £ elements. Py and P; addition-
ally hold ¢ common random values u; € Z,,.

FERE: WRAXIMEREHMA RS TR AEEHNE— MRS
Py 1 PIEEEEL x(x € Z,, L = 29) FE—IUIFTE Z, Efshare, FHEE— o LUASROR RS r 707

HEEHIESS B, HUTIZEER, P, K5
B'=B®(x>n(x>re{01)

o WRB=0, WP =(x>n),
1. WEEIREHE— LT (stepd) |, 118w, = xlil @ rlil = x[il + rlil — 2x[ilr[i] (step5)
(GIERB: w; € {0,13, — 2x[ir[il2ATEHLEX] + r[i]9ER. BRILAFREESR)
21 Ecli] =rlil = x[ + 1+ Z3_;, Wi (step6)
AN x FO r i NEAFRRERT,  (xld, 7Ll € {0,1D
xlil =1 - clil =0 (AT r[i] =0, x[i] =1, X8, ,we=0) ,
xlil =0 cli] =2, EREENFRE [IBEATETFT (BH Iipawe=1)
FrlARERBEHIMEEFE—clid =0 BT (stepl5) , AT RNHEHBBISELS P, Py F
Py TERIE cli] BOsharets P, 2RISR 7N BEHIELT s; FHEESUEMBIERR 1 (stepld) ;
® MEL=1Hr#20—1, Wp'=kx<n=>Gx<r+1 , IHEZBES2—HFN (step8~9) ;
o MEL=1Hr=20-1, U (x<r) WL, LWHRFEES c[i] = 0 BIF], BEAEENR
1 (stepll)




Share Convert

Algorithm 4 ShareConvert Ilsc({Py, P1}, P2):

Input: Py, P; hold (a)} and (a)l, respectively such
Lrpnd: oL _
that Reconst ((a)(),(La_>11 )# L Ll;1 6 = WT&p(((l)L,(a)L, L)
Output: Py, Py get (a);™ and (a);™ .
Common Randomness: . P; hold a random bit

7", a random r € Zp, shares (r\§, (Nf,a =

wrap({(r)&, (r)¥, L) and shares of 0 over Z_; de-

r=M5+ri-aL (1)

noted by ug and uj.

1: For each j € {0,1}, P; executes Steps 2-3

2(a)F = (a)F + (r)F and B; = wrap({a)F, ()%, L). (a)§ = (a)§ + (r)§ —BiL (2)
3: Send (a); to I3

4:§ P, computes =z = ReconstL((&){;, (@)¥) and & =
wrap((a)§, (@), L)-

: Py generates shares {(z[i])}}ic(q) and (0);7" for j €
{0,1} and sends to P;.

x= (@) +(@f—6L (3)

ot

6:\ Py, P, P> inVOke7Hpc({P0,P1},P2) with P]’,j €

{0, 1} having input ({(w[i])g}ie[[],r - 1,7}”) and P, Hx>r—1}
learns 7.
7: For j € {0,1}, P> generates ();”" and sends to
B
8: For each j € {0,1}, P; executes Steps 9—11 n= 1{x >T = 1} 1- n= 1{X < T'}
of ()F=1 = () =1+ (15" — 20" ()~ x =a+r—(1-mL @)
1 (6)7 =8+ 1—j)- (—a—1)+(@);  +m); a= (@+(at-0L (5)

11: Output (y); ™" = (a)7 — (0); 7 +u; (over L—1)

6 = (1)-(2)-(3)+(H)+(5)




Compute MSB

Algorithm 5 ComputeMSB Ilysg({Po, P1}, P2):

Input: Fy, P; hold (a)o_ and (a )L ! respectively.
Output: Py, Py get (MSB(a))} and (MSB(a))f.
Common Randomness: Py, P; hold a random bit 3

and random shares of 0 over L, denoted by ug and
U resp.

1:| P, picks @ <~ Z_;. Next, P generates (z)57", P, picks a random number x, P, gives secret

{{@[))P}s, (@[O)L for j € {0,1} and sends to P;. shares of x as well as shares of x[0] to Py, P,
2:|{For j € {0,1}, P; computes (y)jl-‘_l = 2(@)3’.‘_1 and
(,r)][‘/—l _ <y>JL—1 + (ZL‘);I_I. y= 2a r= y+ X
3: Fy, P reconstruct r by exchanging shares.

4:\ Py, P1, Py call Hpc({P(),Pl},PQ ) with P ,] € {0 1}

having input ({(:r:[m] W Yiep s B) and P, learns 5. Hx>r}
5. P generates (6’) and sends to P; for j € {0,1}.
6: For 7 € {0,1}. P; executes Steps 7-8 B'=pD(x>r)
T (V] =B8] + 38 - 26(8")F Y= ®B = (x>r)
8:[(9); = {&[0); + jr(0] — 2r[0] {x [0y 5 = x[0] ® r[0]
9: P, P, D5 call My (W00, D), P5) with Py j €

{0,1} having input ((v)%,(8)}) and P; learns (0)}.

10:|For j € {0,1}, P; outputs (a)jL.’ = (’)/);4 + (5);’ — y[O] _ X[O] EBT'[O] D Wrap(x,y, L) =y @S
2<9>§4 + uj.
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FSS(function secret sharing)

® Hul
B Additive Secret Sharing B Additive Secret Sharing of Functions

B Elements in Abelian group G

=s [ [ERE©

B Secrecy: f; (computationally) hides f

B Secrecy: s; hides s

B Reconstruction: s5 + s; = s (in G) B Reconstruction: f,(x) + £, (x) = f(x)
B Efficiency: | f; |~ f




DPFFIDCF
DPF: fwps:{01}1—> G, Ex = aflF Bf as (x) = B,
Hx = ot Bf ap (x) = 0

DCF: fup:{01}i> G, ¥x < affBf s (x) = B,
Lx = ol Bf ap (x) = 0

1. HHER:
a) NN, HiE Rk Za.
b) B4Ra LRI A A S RENLIA ARSI EL R, HARTY 5580,
c) FERMAMIE, HRLZ TN EAMAZ T AR, — D AREEN, B4
T IR ONBENLER 514G .
2. BREITAE:
a) X7 AE FHREHLAP -9 Angs il berpid i Oy BE LA pli s (PRG) AE B #
b) MRk 7 1 Eb A vk e & SN I 2Y 1B 3] .
c) WEESZaTE AL, CREFTISE BN, i3 B4R T S5 EoNO,




DPF Construction from PRGs

. [S1111] =
—_]1 - N -]

Invariant for Eval:

For each node v on evaluation path we have [ S]|[b]
* von special path: S is pseudorandom, b=1
* v off special path: S=0, b=0




DPFAIIEE

Gadget: Conditional Correction

|
Ro€ (01 Rl I  R-=ROR
b, € {0,1} ] [b] il b,=b,®b
|

A

! -l

R,® (by-A) [RO(bA)] R ® (b, A)
|

Test yourself:  R=0, b=0 = generate shares of... 0!
* A=R, b=1 = generate shaies of... 0!

44




DPFAIIEE

Building the Correction Word A

| I (1]
PRG PRG

R s, b S b R

A= SL I bL SR @S' |—IbR

Goal = 0 0 g i




DPFgIaiE
Using the CW A : On-Path

PRG

& ]

4 v
]




DPFAIIEE

(1) PIARYIEHIELFERZO (2) PRBAY=EHIECEFERET
Using the CW A : Off-Path /\ Usmg the CW A : Off-Path (/’\j\
- ) ) 1)
O B0 5 ]#] D
P S icwa
| ] (] | ] ]




DPFi#ai& (BGI 15, P12/BGI16b, P5)

Optimized Distributed Point Function (Gen®, Eval®)

Let G : {0,1}* — {0,1}***Y) a pseudorandom generator.

Let Convertg : {0,1}* — G be a map converting a random

A-bit string to a pseudorandom group element of G.

Gen®(1*, a, 3, G): Eval® (b, ky, x):

1: Let a = ai,...,a, € {0,1}" be the bit decomposition.  1: Parse kj, = S(O)Ht(O)HC’W(l)H e ||C'W("+1)

2: Sample random s < {0, 1}* and s\” « {0,1}* 2: fort=1tondo ; .

3: Sample random t((JO) + {0,1} and take tgo) — téo) @1 3: Parse CW(") = sew||tew|[tew . -

; i i—1 i—1
4: for zL: lLto anoR 1) L - 4: 7 G(S( )) 2] (t( ). [SCWHtCWHSCWHtCWD
5: S(Q_”lt)o || s'l[td" < G(sg ™) and sT|[t1 || sT|[t7 < 5. Parse 7(9 = sT||tF H sB|[tF € {0,1}2A D)
G(S_l )- 6: if 2; = 0 then sV « ¥ t() «— ¢&
6: if a; = 0 then Keep <— L, Lose +— R (i) R (i) R
T else s\ < s and t'" «t
T else Keep + R, Lose + L .
8: end if 8: end if
ose ose . d for

9: Sow < 567 @ st 9: en b n n n+1

10:  thy —th@tt da;@1and thy — thothi@a, 10: Teturn (—1)*[Convert(s'™) + ¢ . cW" D] € G
11 CWY « sowl|tewtéw

12: st = sk @Y L sow for b=0,1
13: ) R g U ke o b = 0,1
14: end for
15: CW D« (—1) [B — Convert(s{™) + Convert(sgn))},

with addition in G

16: Let ky = s ||£2)|lcw @] .. ||[cw "D
17: return (ko, k1)




Orca: FSS-based Secure Training and
Inference with GPUs
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Main idea

® Function secret sharing (FSS) based secure 2-party computation
(2PC) protocols in the pre-processing model

® Key feature: reduce online communication while increasing
compute and storage




Contributions

) 4 )
Accelerate compute: GPU micro-architecture
® use GPU' s scratchpad memory Novel protocols:
® optimize data layout ® Stochastic truncations
Reducing time to read FSS keys: ® RelUs
bottleneck: read the FSS keys from the ® maxpools
storage (SSD) to GPU’ s memory ® floating-point softmax
® reduce key size

System optimizations Cryptographic improvements




Secure 2PC with pre-processing using FSS

secure 2PC protocol using FSS ( BGI, TCC 2019 Boyle et al.(2020) )

Offline Phase:

® For each wire w; in the computation circuit, randomly sample a mask r;

® For each gate g with input wire w; and output wire w;

® generate FSS keys (k?,k9) for the offset function, gl"e"il(x) = g(x — 1) +7;,
and provide party b with k;

® For input and output wires w; owned by party b, party b learns the
corresponding mask r;




Secure 2PC with pre-processing using FSS

Online Phase:

For each input wire w; with value x; owned by party b, the party & calculates
masked wire value x; = x; + r; and sends it to the other party

From the input gates, the two parties process gates in topological order to
receive masked output wire values

To process a gate g with input wire w; , output wire w; , and masked input wire
value %; = x; + r;, party b uses Eval with k; and x; to obtain a share of the

masked output wire value £ = gleil(8) = g(& — 1) +77 = glx) +17 =% +1;




Secure 2PC with pre-processing using FSS

FSS Gates :

Definition 3 (FSS Gates [3]). Let ¢ = {g : G" —
G°"} be a computation gate (parameterized by input and
output groups G",G°). The family of offset functions
G of G is given by

G . {g[rin’rout] : Gi" N GOUt qg: Gin — GOUt < g, }

rin e G, rout ¢ Gout
in _out )
where gI" " ](3;) = g(z — ™) 4 rov,

in _out . .. . . .
and g™l contains an explicit description of r™, roUt.

Finally, we use the term FSS gate for G to denote an
FSS scheme for the corresponding offset family G.




Secure 2PC with pre-processing using FSS

Wi Wj
Xi —— g > X]
4] T}
g(x;) = Xj
=x; +1; = g(x;) +7;
~ ko ~ ~
Po: % > fo®) =g -+
R k N R Xj
Py: X - > i) =g —1) + 7 7




Protocol for Select

Select function: input a selector bit s € {0, 1} and an n-bit payload x € Uy,
returns x if s = 1 and 0 otherwise ———=> select,(s,x) =s-x
offset function for select,, :

in _in

select,, (7215 2) = (53— + 2. 1{s <"} - (2 — 1]
+ P mod 2"
=5-&—rM. g —g. Mg .y out
+2-1{s=0and " =1} (& —r") mod 2"

Here, use the fact that 1{8 < r{"} = 1{8 = 0 and r{" = 1} as § and /" are
single bit values




Protocol for Select

select,, [(1-72)"*"] (5,8)=(5—rM+2.1{5 <r"}) - (& —
+ " mod 27
=& -2 — &g ot
+2-1{s=0and " =1} (2 —r") mod 2"

if$§=0: selecty= =" 2+ " -rit+ro%¥) +2. 8- " — 27" ri" mod 2"
=X+ (" i+ rout) — 2.7 1™ mod 27

if§=1: selecty,= 2—r{" % —ri"+ @™ - rj™+71r°%) mod 2"




Protocol for Select

Select TTselect

select s/ i i T . oA
Gen > ((r!, rg‘),lr‘)“) : ifs=0
1: u = extend(r",n) Yp =Up X+ Wp - 2Zp
) — ., .0 out — in & in  _.in outy _ o , ..in  ..in
2W=u-ry b =Ty X+ (rpTop 15 ) —2:Tp T2p
3z=2-u-ry
4: share (u, " w, z) |
5: For b € {0,1}, ky = uyp|[r3 ,[|ws]|2p ifs=1
Pp=b-% —up-% — 1% +w,
Eval®®(b, ky, (3, 7)) : Yo =X mUp X Thap T Wh
n ? oy ATy ) =b-% —7r*.% _rm_i_(rm.rm_l_rout)
1: Parse ky as up|[ry | [wp]|2p if b1 Lb 2,b Lb 72b " 'h
2: if =0 then IT b= . . o .
~ A S - E mn ou
3:  return y, =up - T+ wp — 2 V=% -1 —Tip X+ (Mip Top +75 )
4: else . if b=0
5: return 4, =b- & —up - T —rN, + wy s in in_ o in _..in out
¢ end if 4 2,b Yp=—Top —Tip X+ (ip - Top + 75 )




Evaluation

Accuracy Time (in min) Comm. (in GB)

Dataset | PIRANHA | ORCA | PIRANHA | ORCA | PIRANHA | ORCA
MNIST (—906.538%) 97.1 (4.506 X) 14 (?45?1).628%4) 50.2
CIFAR-10 (—éf.f()i%) 39-6 (2]21.57&) 32 (69582.35];; 662.4
(—fi%) 69 (;.1173 y | 128 (63592311:; 1656.1

PIRANHA is the current state-of-the-art in accelerating secure training
using GPUs

ORCA compared to PIRANHA:

® higher accuracy

® generated models in 4 — 22x less time

® with 43-98x less communication




Evaluation

Model LLAMA CrypTen =6l ORE;@ . 7]
VGG-16 (1?)?%'.963@ (2143.};?0 (21§ >1<) 053132, 12]
ResNet-50 (g;'ji) (85; f() (f_'j i) 0.68 [37, 12]
ResNet-18 (8152.'830 (2?927@ (g'gi) 0.14 [32, 10]

Runtime (in seconds) for secure ImageNet inference

ORCA enables sub-second ImageNet-scale inference of
VGG-16 and ResNet-50 and outperforms state-of-the-art
by an order of magnitude
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